beyond data.

SeRP is the complete
customisable solution for
data sharing, linkage and
analysis in a safe, secure and
controlled environment that’s
accredited to the highest
international standard.

Governance
Tailored protection for you and your data
Our time-tested, robust governance
protocols that underpin SeRP, can be
customised to meet any project’s specific
requirements allowing you to build the
SeRP that’s right for your research.
SeRP is ISO27001 certified and UK Statistics
Authority accredited under the Digital
Economy Act 2017. Already pre-approved
as an accredited platform for HSCIC (Health
and Social Care Information Centre) data
sharing framework agreements, these
accreditations mean regular audits and
inspection, giving your programme
increased credibility with enhanced

security. Additionally, full audit trails
are available upon request at any time.
So not only does SeRP protect your
organisation from reputational risk of
potential data compromises by storing
data in an accredited and highly regulated
environment, it also facilitates the re-use
of person based data to satisfy increased
public awareness, reduces the time it takes
to gain necessary approvals, and enhances
cooperation, agreement and data sharing.

Assurance & Accreditations
Committed to the highest standards
SeRP is a high powered, safe and secure
e-research platform. It allows data owners
and researchers to store, access, share,
analyse and link data, at scale, in a
governed environment whilst maintaining
full control of the data at all times.

a comprehensive data platform. These
accreditations, and a dedicated legal and
compliance expert, demonstrate SeRP’s
commitment to a robust governance policy
and to the continuous improvement of its
systems and associated controls.

SeRP is independently audited and
accredited to the highest standards. ISO
27001 is an internationally recognised
best-practice standard for an information
Security Management System (ISMS). Our
UK Statistics Authority accreditation also
means that we are an ‘Accredited Processor’
under the terms of the Digital Economy
Act 2017. SeRP is entrusted by worldleading organisations and institutions as

SeRP is the perfect solution for any
organisation that has accumulated a large
amount of data, that intends to share that
data for the purposes of research and long
term benefit to society, and that wants to do
so in the most secure and safe way possible
to reduce associated risks.

USP
A unique combination of features
that sets SeRP apart from others:
1.

Simple user interface
Manage your projects and users in a single, straightforward, navigable user experience

2.

Data quality analysis
Manage and provide data quality information on
datasets at the point of upload

3.

State-of-the-art data linkage
Maximise relational links between different datasets

4.

Data de-identification
Anonymise the data

5.

Full suite of analytical tools
A set of tools to allow you to analyse the data using
the product that you are most familiar with

6.

Wide range of data storage technologies
Manage, store and process the data

7.

Store and analyse diverse forms of data
Accommodates complex data types and multiple
record systems

8.

Large-scale high performance computing capability
Solve larger problems with the data

9.

Secure, remote access
Eliminate geographical limitations

10. Tailored governance
ISO 27001 certified and UK Statistics Authority
accredited governance to meet your specific needs

Create your own bespoke solution
If you are still unsure whether a complete
off-the-shelf solution is right for your
project, organisation and budget, then you’ll
be pleased to know that SeRP has a wide
variety of customisation options available
to suit your project including a variety of
multi-modal add-ons for different data
types (e.g. genetics, imaging etc.). It is
possible to incorporate your own software
or systems within SeRP negating the need
to spend time and money on training. It is

an expandable, flexible and reconfigurable
solution that grows with your project as
it develops over time.
Whilst you remain in full control of
your own data, you can also enjoy the
convenience of ownership whilst only
paying for what you actually need keeping your costs as low as possible.

Academic Research
It is widely agreed that access to shared
research data not only improves the quality
and frequency of new research but also the
fact that reusing ‘old’ data for new research
questions facilitates innovation, as far less
time and effort is expended on collecting
data. Add to this the fact that networking
and collaboration opportunities increase
when data is shared through increased
visibility among peers in the academic
community.

Benefits
How different sectors
can benefit from
using SeRP

SeRP ensures that;
-

Any access to the data is strictly
controlled by the data owner and
relieves any legal uncertainty to ensure
appropriate and agreed use for further
research.

-

The data management facilities
include automatic analysis of the data
for quality assessment, and a
comprehensive metadata cataloguing
system that enables interoperability
and removes any effort on the part
of the data owner to have to explain the
content of the data.

However, sharing data between academic
institutions, although widely supported and
acknowledged as a great enabler to scientific
progress, is not yet widely practiced. The
issues hindering data sharing amongst the
Academic community are numerous and
complex and include;

Organisations such as the NHS, Health
Boards, Government Departments,
Academic Centres and Industry would
all benefit from using SeRP.

Healthcare
Hospitals and health care systems
routinely collect and hold large amounts of
patient data and there is strong emphasis
on the need to share this data in order to
continually improve upon the services
provided to patients and accelerate the
research process to deliver improvements
in healthcare, such as;
-

Providing insights into areas that can
be developed to provide more efficient
services.

-

Offer improved care and treatments
to patients.

-

Enhance the patient experience.

-

Enhance existing services and develop
new ones.

-

Ensure a more considered distribution
of provisions and coordination of
services.

Governments

The key to successful data sharing and
data linkage for the healthcare sector is
the trustworthy use of patient data and
patient privacy.
That’s where SeRP comes in. SeRP provides
the mechanism to exchange data between
healthcare organisations (or other relevant
external organisations) whilst providing
a safe, secure and governed environment
to ensure that patient data is safeguarded
with confidence. Access to the data is
strictly controlled by the data custodians
to respect data protection rights and
ensure anonymity.

-

Data owners retaining control of the data.

-

Secondary user’s ability to understand
and interpret others’ data sets.

-

Concerns surrounding the security of
storing data.

-

Ensuring de-identification of sensitive
data.

-

The quality of data if it is to be shared.

-

Having access to a data sharing process
that is simple to use.

SeRP is the complete solution created to
solve such issues and opens the way to
risk-free, safe and secure data sharing and
data linkage in an uncomplicated manner
requiring minimum time and effort.

Public agencies that already hold large
amounts of data and wish to share it would
benefit from appropriately shared data to;

SeRP can be incredibly beneﬁcial to
commercial strategies and visions.
The services offered by SeRP can;

SeRP uses international best practice to
de-identify your data with a variety of
different approaches e.g. using trusted
third parties that protects data owners
and individuals alike.

-

-

Improve the welfare of individuals.

-

Enhance administrative processes
and procedures for users.

-

Identify and recover cases of fraud
and other financial losses that can be
redirected back into public services.

-

To produce more accurate official
statistics and develop policies and
services that will benefit society in
a more targeted way.

The benefits to society could be further
enhanced if data were not only shared
between public agencies, but also with
other sectors such as health and social
care to give greater depth of understanding
to research questions.
SeRP facilitates the availability of
administrative data in a safe setting for
valuable research and establishes a code
of practice for collecting and storing data,
creating suitable controls for sharing data
and, arguably most importantly, ensures
safe guards to protect the identity of
individuals and organisations through
effective de-identification.

Previous problems that are typically
associated with the physical act of
sharing data, such as how and where
will researchers using the owner’s data
store and protect it, are no longer a
concern as data stored in a SeRP
provides complete reassurance of being
contained within a robust, accredited
and highly regulated environment.

SeRP simplifies the data sharing and
linkage processes in a safe yet accessible
environment making it easy for Academics
to embrace and engage with the practice
of sharing data without the need for
technical skills.

Industry

Government departments are keen
to harness the potential of using
administrative data for research to identify
opportunities where resources can be redirected for the greater welfare of society.

-

It allows permitted users to make
sense of data sets and prevents
misinterpretation without any
additional assistance being required
from the data owner.

-

Charities and
Not-for-profit
Organisations

Reduce the risk portfolio and burden
associated with storing sensitive
data by providing a well-respected
and accredited storage solution.
Enable companies to enhance their
own products and services by providing
an accredited platform on which to run
real-world data analyses throughout
the Research & Development stage.
Offer a measured and rigorous process
to ensure products and services meet,
and possibly exceed, the needs of
the consumer providing genuine
competitive advantage in the
marketplace.

Whether you’re a charity or other
non-proﬁt organisation operating in
the third sector that works in the public
interest, SeRP can help you achieve your
objectives by;
-

Enhancing your research and delivering
impactful outcomes that benefit society.

-

Bring a whole new level of knowledge
to an organisation in understanding
their customer better and anticipate
wider environmental factors that can
impact them.

-

Offer data analytics service providers
a boost to your powers of prediction
using an analysis platform that’s
cutting edge allowing you to do more
with data.

-

Allow firms at the forefront of AI
solutions a technological infrastructure
that is capable of handling your
requirements for complex data types
and advanced analytics.

-

Give your products and services an
edge by using a recognised, accredited
and trusted data environment.

-

Unlocking the potential of third sector
data to improve outcomes for those
groups that matter most to your
organisation.

-

Enabling safe and secure collaboration
with other organisations that operate in
the same space with similar stakeholders.
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